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~ully-Homomorphic Secure Multi-party [rusted Execution
Encryption (FHE) Computation (MPC) Environments (T EEs)

0« o

Enc(y) N ﬂ / ﬂ a Computation on
Computation on < > > plaintext data inside the
: encrypted data TEE (e.g. Intel’s SGX)
Collective computation /
on encoded data a
Enc(z)

Security via FH data encryption Security via decentralized trust Security via physically protected HW
(very high computational cost) (high communication cost) (prone to side-channel attacks)
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H AZOAAH 2YNEPTATIKH ANAAY2ZH AEAOMENQON EINAI AKPIBH

Aggregation Join
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1 N. Volgushev, M. Schwarzkopf, B. Getchell, M. Varia, A. Lapets, and A. Bestavros. Conclave: secure multi-party computation on big data. EuroSys, 2019.
2 J. Bater, G. Elliott, C. Eggen, S. Goel, A. N. Kho, and J. Rogers. SMCQL: secure querying for federated databases. PVLDB, 10(6):673-684, 2017.
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FROM EMPLOYEE
WHERE GENDER='F'
AND RANK=‘manager’
AND SALARY>50000
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Ao TTANPODOPIWY YBPIOIKOC LTTOAOYIOUOC

Require data owners to participate in
the secure computation with trusted

local resources

L eaking access patterns or
intermediate results sizes to
untrusted parties, with or without noise

Ol KATOXOL OEOOUEVWY EVOEXETAL VA PNV
SIOBETOLV TNV AMAPAITNTN UTTIOdOMNA N
TNV TEXVOYVWaid Tou anatreiral yia
SELECT * A0HOAAN LTTOAOYIOUO, TT.X. VOOOKOUEIQ,

FROM EMPLOYEE TEAKOL XPNOTEQ

WHERE GENDER='F'
AND RANK=‘manager’
AND SALARY>50000

H Ol0ppon mMANPOGoPIWY UTTOPEL VA
SIEVKOAUVEL TNV AVAKOTAOKEUN OEOOUEVWV
KAl VA ATTOKAALYPEL evAioBNTEC TTANPODOPIEC:

if (pl.salary)>(p2.salary) => gap
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Secure collaborative analytics in untrusted Clouds

No information No trusted Complex SQL
leakage resources queries



OUTSOURCED SECURE MULTI-PARTY COMPUTATION (MPC)

YTIOAOYLOTLKOL
OUUUETOXOL

Katoxol
OeOOUEVWYV

Mn-euruoteUOoIUES KAL UN-
ouvepyaloOueVEC OVTOTNTEC
uTtoAoYiCOUV OUAAOYVIKA O€
Tuxaia "uepidla oedopevwy”
(random data shares)



OUTSOURCED SECURE MULTI-PARTY COMPUTATION (MPC)

YroAoyloTiKol Ol LTTOAOYIOTIKOL
GUMMETOXOL OUUUETOXOL UTTOPEL Va
elval:

- AVTAYWVIOTIKOL TTAPOXOL
urTNEeolwv Cloud

- [1opol dlaxelplCouevol
Arto OIAPOPETIKEC
OVTOTNTEC O€ eva
federated Cloud

Katoxol
OeOOUEVWYV

Mn-euruoteUOoIUES KAL UN-
ouvepyaloOueVEC OVTOTNTEC
uTtoAoYiCOUV OUAAOYVIKA O€
Tuxaia "uepidla oedopevwy”
(random data shares)



MONTEAQ KAI ETTYH2EI2 A2DAAEIAL

Semi-honest model

- Ol oLPUETOXOL OEV QT

OKAIVOULV Q7

O TO 7

OOTOKOAO (“‘honest but curious'™)

- O"avTimaoAog” (adversary) EMITEPENMETAL VA TTAPAKOAOLOEL TO OIKTLO KAl VA
ATTOKTNOEL TOV EAEYXO €VOC QMO TOUC CUUPETOXOUC (XWpIC va UETABAAAE

TNV EKTEAECN TOU)

Security guarantees

Mn-epmmoTtevolueg ovtoTNTEC O€ BA YABOLV TIMOTA OXETIKO LE:

- Ta apXIKA OEO0OUEVQ, TA EVOIAPECA ATTOTEAECUATA KAl TO PEYEBOC TOLC

- Ta poTtiBa mpoormeAaonc OEOOUEVWY KATA TNV EKTEAEON TWV ELWTNHATWY
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Arithmetic sharing: x = x; + X, + X3 (mod 2% Boolean sharing: x = x; @ x, @ x5
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ATO THN A2DAAH IPO2OE2H KAI TON NMOAAANAAZIAZMO 2TH 2XE2IAKH ANAAY2ZH AEAOMEN(N
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Arithmetic sharing x = x; + x, + x;3 (mod 2064 Boolean sharing: x = x; @ x, @ x5
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0BLIVIOUS COMPUTATION

Ol CUUPETOXOL EKTEAOVV TTAVOUOIOTUTTIOUC LTTOAOYIOUOUC TTOU £ival aveEAPTNTOI Ao TO
XAPAKTNPIOTIKA TWV OESOHNEVWV

* Ta poTiBa mpoomeAaonC OeV ECQPTWVTAL ATTO TA OEOOUEVA EI0OO0U
* Aev EKTEAOLVTAL CLVONKEC KAl OIAKAQOWOEIC

* TO HEYEBOC TWV EVOIAUEOWY OEOOUEVWY OEV PEIWVETAL

"It the most significant bits are not the same,
/ ! ! 1)
then a is greater than b when a, Is set
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0BLIVIOUS COMPUTATION

Ol CUUPETOXOL EKTEAOVV TTAVOUOIOTUTTIOUC LTTOAOYIOUOUC TTOU £ival aveEAPTNTOI Ao TO
XAPAKTNPIOTIKA TWV OESOHNEVWV

* Ta poTiBa mpoomeAaonC OeV ECQPTWVTAL ATTO TA OEOOUEVA EI0OO0U
* Aev EKTEAOLVTAL CLVONKEC KAl OIAKAQOWOEIC

* TO HEYEBOC TWV EVOIAUEOWY OEOOUEVWY OEV PEIWVETAL
— "It the most significant bits are not the same,
f(a>b){.. .} O then a is greater than b when a, is set”

Cleartext
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0BLIVIOUS COMPUTATION

Ol CUUPETOXOL EKTEAOVV TTAVOUOIOTUTTIOUC LTTOAOYIOUOUC TTOU £ival aveEAPTNTOI Ao TO
XAPAKTNPIOTIKA TWV OESOHNEVWV

* Ta poTiBa mpoomeAaonC OeV ECQPTWVTAL ATTO TA OEOOUEVA EI0OO0U
* Aev EKTEAOLVTAL CLVONKEC KAl OIAKAQOWOEIC

* TO HEYEBOC TWV EVOIAUEOWY OEOOUEVWY OEV PEIWVETAL

* Both a and b are secret-shared

For 3-bit numbers: a . a,aag b : bbb,
"It the most significant bits are not the same,

?
f(a>b){. .} » ¢ =a>b = — then a is greater than b when a, is set”

D (@ Db, P1)A(a;® b)) Aa
D (@ PBLLBDAWG@BD,BIAW(DyD 1) Aay)
Cleartext Oblivious
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0BLIVIOUS COMPUTATION

Ol CUUPETOXOL EKTEAOVV TTAVOUOIOTUTTIOUC LTTOAOYIOUOUC TTOU £ival aveEAPTNTOI Ao TO
XAPAKTNPIOTIKA TWV OESOHNEVWV

* Ta poTiBa mpoomeAaonC OeV ECQPTWVTAL ATTO TA OEOOUEVA EI0OO0U
* Aev EKTEAOLVTAL CLVONKEC KAl OIAKAQOWOEIC

* TO HEYEBOC TWV EVOIAUEOWY OEOOUEVWY OEV PEIWVETAL

Employee| Salary
Kim 2000
R Jane 1500
Alex 4500

*all values are secret-shared



0BLIVIOUS COMPUTATION

Ol CUUPETOXOL EKTEAOVV TTAVOUOIOTUTTIOUC LTTOAOYIOUOUC TTOU £ival aveEAPTNTOI Ao TO
XAPAKTNPIOTIKA TWV OESOHNEVWV

* Ta poTiBa mpoomeAaonC OeV ECQPTWVTAL ATTO TA OEOOUEVA EI0OO0U
* Aev EKTEAOLVTAL CLVONKEC KAl OIAKAQOWOEIC

* TO HEYEBOC TWV EVOIAUEOWY OEOOUEVWY OEV PEIWVETAL

Employee| Salary 0] (Salary > 3()()()) Employee| Salary Qb
Kim 2000 4 Kim 2000 0
Jane 1500 » R Jane 1500 0
Alex 4500 Alex 4500 1

*all values are secret-shared
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Query planner

Black-box
MPC library
e.g. EMP

YBPIOIKN EKTEAEON

Cleartext



Query planner

8 End-to-end
secure MPC

Black-box query engine

MPC library
e.g. EMP

YBPIOIKN eKTEAEON
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Cleartext

Secrecy



TEXNIKEZ 2YNEI2DOPE2 TOY SECRECY

|. Emavaoxediaouoc Baocikwv Asitoupyiwv MPC yia armodoTIKn Xprion o€ oxeoiakd dedoUEvVa
- Amoo3eon OIKTLAKOL KOoToug /O

- AVTQYWVIOTIKN armdooon og olKTua pe vPnAn kabuotepnon (high-latency WAN)
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[IAPAAEITMA: OMAAOIOIH2H MHNYMATAON (batching)
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[IAPAAEITMA: OMAAOIOIH2H MHNYMATAON (batching)

?
a>b < (a;® b)) Na,

| | | | D ((03@[93)@1)/\(612@192)/\612
----------------- VIR D (@b) DDA ®b)®1)A(q, ®b) Ag,
e N D (@Ob)ODA(@®b)® D@ ®b)® DA (aG® )AL

I
e T a2b = (@b

 — S D (@, Db @ 1) A(ay ® b)) A

D (DD D) A(a, D b)) D 1) A(a; @ b)) Aq,

R D (@)D DA(®b)® DA (g ®b)® 1A (a® 1) Ab)
=4 bits )

It 1101010 A > b <=
aa,aay  biyb,bby  azayaiay  b3bybi by

7 \ -
g I N

a b a’ b’
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[IAPAAEITMA: OMAAOIOIH2H MHNYMATAON (batching)

?
a>b < (a;@D b)) Aa,

| | | | | D ((613@]93)@1)/\(61269172)/\@2
S T ® (@b DDA, ®b)® DA ®b)Ag
o ]
----------------- R.a>S.b D (D) D DA(a, Db) D 1) A((aDb) D 1) A(ayD 1) A by)

?
""""""""" | | | az2b = (a, D D) A a;

----------------- ----------------- S D (e ©03) @ 1) Al(a, @ b)) A a,

B (;Bb) DD A4 ® DY) B 1) A, ® b)) Ad,

R D (D) DA(a, DD) DL)A((a; D D) D 1) A(ayD 1) A by)
£ =4 bits )

P ENANAN, CZ,Zb e
aa,aay  biyb,bby  azayaiay  b3bybi by

a b a’ b’
27



[IAPAAEITMA: OMAAOIOIH2H MHNYMATAON (batching)

................................................................

....................................................

=4 bits .
. ANANEN, a’ > b <
aa,aay  biyb,bby  azayaiay  b3bybi by

7 -
N N .

a b a b

1 yupog
ETIIKOIVWVIAC
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[IAPAAEITMA: OMAAOIOIH2H MHNYMATAON (batching)

log Z + 1 yOpol
ETIIKOIVWVIAC
OUVOAIKAQ Yla
TOU UTIOAOVYIOUO
TOU join

................................................................

....................................................

=4 bits .
. ANANEN, a’ > b <
aa,aay  biyb,bby  azayaiay  b3bybi by

7 -
N N .

a b a b



EMIAPAZH TH2 OMAAONOIH2H2 MHENYMAT(N 2THN AMOAO2H

Join Sort 1 31

1043 N\ LAN 10%1 O~ LAN 1.45x &
. 103; == WAN | = WAN 1.44X I \I
2 102, 1.4x D RN
U : ]_03: - . N

- 101';' 1.87x : 1.4x N
= 1p0] 19.67x N\ | 1.57x \I \I \I \I
10-1 . \\. 102- 1;6)( \I AN \ N\ \
Ll N L8 N i O <
100 1K 6dK 128K 256K 512K 2M 4M

Rows per input Rows

Amoofeon Tou KOOTOUC €mKolvwviac Tou MPC
H TeXVIKN secret-sharing kKaBioTaTal mpakTikn kKai oe WAN

* LAN: Parties deployed on three VMs In the same AWVS region

*WAN: Parties deployed in three AWS regions: us-east-2 (Ohio), us-east-1 (Virginia), and us-west-| (California)



TEXNIKEZ 2YNEI2DOPE2 TOY SECRECY

|. Emavaoxediaouoc Baocikwv Asitoupyiwv MPC yia armodoTIKn Xprion o€ oxeoiakd dedoUEvVa
- Amoo3eon OIKTLAKOL KOoToug /O

- AVTQYWVIOTIKN armdooon og olKTua pe vPnAn kabuotepnon (high-latency WAN)

31



TEXNIKEZ 2YNEI2DOPE2 TOY SECRECY

|. Emavaoyediaouoc Baoikwv AsiToupyiwv MPC yia armodoTiK XpHon OE OXEOIaKA OEdOoNEVA
- AmmdofBeon OIKTLAKOUL KOoTOoUC I/O
- AVTQYWVIOTIKA armodoon o Olktua e bPpnArn kaBuotepnon (high-latency WAN)
2. AvdAuon Tou KOOTOUG OXEO0IAKWV MAAVWV WG OUVAPTNON UITOAOYIONWV KAl EMKOIVWVIAG TWV
Baoikwv Asitoupyiwv MPC
- Operation cost (MANBOC Baocikwyv Asitovpylwyv MPC)
- Synchronization cost (TTANBOG yUpWV)

- Composition cost (ETIIMAEOV KOOTOG o0LvBeOoNC TeAeoTwy LTTO MPC)



0l KAA2IKE2 MEGOAQI BEATIZTOMNOIRZH2 AEN EINAI TANTA ATIOTEAE2ZMATIKE2 2T0 MPC

T & Mre

OR zip="02446'

& Mre
T

XIR id=S.id

XR.id=S.id / \
/ \ OR zip="02446'
R S

R

H avadiataén tou mAQvou (selection pushdown) 6€ BEATIWVEL TNV ArTOO00N TOU JOIN UITO
MPC, apoU 1o piAToo o€ LEWVEL TO TTANBOC TwV eVOIQLECWYV EYYOAPWYV TNC OxeoNc R




H ANAAIATA-H TEAE2TON YNO MPC MIOPEI NA MEIQ2EI TO KO2T02

T

5R.id

|

XIR id=S.id

0

& v

Sk L.

L CT

FROM R, 5

WHERE R.1d = S.1d

DI

ST

INCT R.1d
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H ANAAIATA=H TEAEZTON YO MPC MINOPEI NA MEIOZEI TO KOZTOZ
T & v

5R.id
T SELECT DISTINCT R.id
XIR id=S.id FROM R, 5
/ \ WHERE R.id = S.id
R S [ R|=|S|=n

O(n*log? n) operations / messages
O(log”n) rounds  O(n?) space

* Assuming the distinct operator Is based on a sorting network

35



H ANAAIATA-H TEAEZTON YO MPC MITOPEI NA MEIO2EI TO KO2TO2
T & wre T 8 e

Op i 7 XR.id=S.id
XR.id=S.id OR.id 05 id
R S R S
O(n*log? n) operations / messages O(n?) operations / messages
O(log”n) rounds  O(n?) space ~ 4 X fewer rounds O(n) space

* Assuming the distinct operator is based on a sorting network



H ANAAIATA-H TEAEZTON YO MPC MITOPEI NA MEIO2EI TO KO2TO2
T & wre T 8 e

O(log® n) X fewer operations / messages

5R.id [X]R.id:S.id
T ( ~ 100 X BeATiwon yia # > 1000) / \
XIR.id=S.id OR id 05 id
R S R S
O(n*log? n) operations / messages O(n?) operations / messages
O(log”n) rounds  O(n?) space ~ 4 X fewer rounds O(n) space

* Assuming the distinct operator is based on a sorting network



EMIAPAZH TH2 TEXNIKH2 “DISTINCT PUSH-DOWN™ (LAN)

1031 —* baseline
| -e- optimized il
104

Rows per input

* Parties deployed on AWS EC2 r5.xlarge instances (us-east-2)
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TEXNIKEZ 2YNEI2DOPE2 TOY SECRECY

|. Emavaoyediaouoc Baoikwv Asitoupyiwv MPC yia armodoTiKn Xprion o€ oxEoiaKa dedouEva
- AmdofBeon OIKTLOKOL KOoTouc I/O

- AVTaywvIoTIKN anddoon o€ Oiktua pe vPpnAn kabuotepnon (high-latency WAN)

2. AvaAuon Tou KOOTOUC OXECIAKWY MAAVWY WG oUvdpTNON UMTOAOYIOMUWV Kdl EMKOIVWVIAC TWV
Baoikwv Asitoupyiwv MPC

- Operation cost (MANBOC BaocikwV Asitovpylwyv MPC)
- Synchronization cost (TTANB0OG yOpwV)

- Composition cost (ETIMTAEOV KOOTOG 0LVBeONC TEAECTWY LTTO MPC)

3. AlIavuouaTIKOG EKTEAEOTIC epwTNHATWYV MPC “Volcano-style”

- NOYIKEC BEATIOTOTIOINCELC (T1.X. AVAOIATAEN TEAEOTWY, ATOCLVBEON)

- QUOIKEG BEATIOTOTIOINCEIC (TT.X. OLVTNEN TEAECTWVY)

- BEATIOTOTOINCEIC YIA CLYKEKPIUEVA TIPWTOKOAAQ (T1.X. dual sharing)



SECRECY AS A SERVICE

Katoxol
OedouEVWV

AVOAUTEQ
OEQOUEVWV




SECRECY AS A SERVICE
() oot cooriare

Katoxol
OedouEVWV

AVOAUTEQ
OEQOUEVWV




SECRECY AS A SERVICE

Secrecy \
C Y

£2EE

5

omputing part

Secrecy
computing party

T

8

Secrecy
computing party
T
g
]

AVAAUTEG
OEQOUEVWV

Supported Cloud providers: dWs > m

Katoxol
OedouEVWV
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SECRECY AS A SERVICE

Secrecy
computing party

Secrecy Secrecy
computing party computing party

AVOAUTEG - ST L s AsooTol Katoxol
, il I -=" @ UEQLOIMV ,
OEOOUEVWV dedouévay orov: | OEOOHEVV

OVUUETOYOVS



SECRECY AS A SERVICE

/ s \
L % Secrecy y) _\

Secrecy
computing party

omputing part

Secrecy
computing party

- a = 4 228 2
¥ / :
AixTvo gvpeiog Covng @
AVOAUTEQ Acpahis aroxo

OedopEvmv LTOROYIONOS Oedouévmv




SECRECY AS A SERVICE

% Secrecy y) _\

omputing part

Secrecy
computing party

BE = 4

§ 8

Secrecy
computing party
T
g
]

Katoxol
OEQOUEVWV pegudioy OEdOUEVWV

OTTOTEAEONATOS

AVAAUTEG

ATo0oTOAN




[lelpapaTika
arioteAeopaTa
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ANOTEAEZMATA TON BEATIZTOMOIHZEQN 2E [TPATMATIKA EPQOTHMATA (WAN)

/7 Not optimized
| HEEm Optimized

* Parties deployed in three AWS regions: us-east-2 (Ohio), us-east-1 (Virginia), and us-west-| (California)
* Reported times are for 1000 rows per input relation

47

* Not optimized plans use message batching too (otherwise the cost of MPC is prohibrtive)



ANOTEAEZMATA TON BEATIZTOMOIHZEQN 2E [TPATMATIKA EPQOTHMATA (WAN)

5 / Not optimized //
10%Y wmm Optimized |
§ ptinizcs ' Logical + System optimizations S/
— 103: / Ve result in up to 1000 X speedups /’
P . 74
c 102- 36.98x 29.74x
= y, ) 1.83x
A A1 110 o
10°- . 4 / 77
B /B A

COmorb\d\tV RC. DT Asp'\r\ﬂ p\Nd Cred\\’. TPC \‘\ QA TPC H Q6 <pC- \’\ Qlj

* Parties deployed in three AWS regions: us-east-2 (Ohio), us-east-1 (Virginia), and us-west-| (California)
* Reported times are for 1000 rows per input relation

47

* Not optimized plans use message batching too (otherwise the cost of MPC is prohibrtive)



ANOTEAEZMATA TON BEATIZTOMOIHZEQN 2E [TPATMATIKA EPQOTHMATA (WAN)

Protocol-specific

. /7 Not optimized optimizations result in ’/

10 | =W Optimized up to 25 X speedups /
—~103: / | /
) :
2102 |4 3 98x 3;.”"
= f

10%: //

0 | A

pPwa

* Parties deployed in three AWS regions: us-east-2 (Ohio), us-east-1 (Virginia), and us-west-| (California)
* Reported times are for 1000 rows per input relation

48

* Not optimized plans use message batching too (otherwise the cost of MPC is prohibrtive)



2YT'KPI2ZH ME TO EMP (BifAoBnkn MPC yevikou okomou)

Equality Join
105- quality }
I~/ . EMP p
| W Secrecy p 3.7h
g 10" © 7 5 g d
— /| = ~ ~
2 / « 18.29x al A A
' . > S S
E 1031 & / Teselx Q 3 o S
] y 12.06Xx i
/ /
goox B B

10K 20K 30K 40K 60K 80K 100K
Rows per input

(LAN)

* Parties deployed on AWS EC2 r5.xlarge instances (us-east-2)

1 X. Wang, A. J. Malozemoff, and J. Katz. EMP-toolkit: Efficient MultiParty computation toolkit, 2016. https://github.com/emp-toolkit


https://github.com/emp-toolkit

2YT'KPI2ZH ME TO EMP (BifAoBnkn MPC yevikou okomou)

Secrecy executes the join on
|OOK rows per input in ~3./h

Equality Join
105- quality }
1/ . EMP
| Il Secrecy 4
___________’ ____/ ________________ 3.7h
. 10% S R 8 -
— /| | ~ ~
GE) - / “ 18.29x 3' = =
‘ . > S S
E 1031 & 4 D.olx 4 B S 3
‘ y 12.06Xx y |~
/ Z
goox # B
10K 20K 30K 40K 60K 80K 100K

Rows per input

EMP requires ~ | I'h for
40K rows per input

* Parties deployed on AWS EC2 r5.xlarge instances (us-east-2)

1 X. Wang, A. J. Malozemoff, and J. Katz. EMP-toolkit: Efficient MultiParty computation toolkit, 2016. https://github.com/emp-toolkit
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2YT'KPI2ZH ME TO EMP (BifAoBnkn MPC yevikou okomou)

Secrecy executes the join on
|OOK rows per input in ~3./h

. : -
105 Equality Join 10%- Sort
| / . EMP y |~/ EMP 26.99x
| Il Secrecy 3.7h | - Secrecy 25.86x
A104 -----------,7----/----:2 ----- .E--"T:'. 10‘15 22.21Xx / /
v / N N N 1 |/ % % £ .
/] ~ ~ ~ 19.34x Y S42min
2 4 w2oxs8 @ @ |00 |t {556x 75 " e Ammmmmemned
S ‘ / 16.61x /I = = = ; - / / / /o ol
|/ P y / / / / 7
2L «om ‘M M ‘W B2 & B 1’m ‘R ‘A A A A N
10K 20K 30K 40K 60K 80K 100K 64K 128K 256K 512K 1M 2M 4M
Rows per input Rows
- AN
EMP requires ~ | |h for (WAN)

40K rows per input

* Parties deployed on AWS EC2Z rb.xlarge instances (us-east- |, us-east-2, us-west-|)

1 X. Wang, A. J. Malozemoff, and J. Katz. EMP-toolkit: Efficient MultiParty computation toolkit, 2016. https://github.com/emp-toolkit
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2YT'KPI2ZH ME TO EMP (BifAoBnkn MPC yevikou okomou)

Secrecy executes the join on
|OOK rows per input in ~3./h

105- Equality Join 10%. Sort
I/ . EMP |~ EWP 26.99x
| mmm Secrecy ; al7h - W Secrecy 25.86x
— 104+ """""',/'""/"":: """ _E""::'I 10; 22/.21x ; ;
— / = o A ] 19.34x 42min
v - / 18.29x ~ - S e LR L NN N LR =/ - - L ammm fam o
& - 16 o 0 0 13.56x P
= v 6.61x /I > - = 1031 % /L
= 103_. , //- © © © i 7.2x / / 4 / 7
; 12.06x / :
I g I 1 /
%
8.09x /I 4 I, wl oo e /I d
102L©m"H 4 ‘M H N = L'm ‘A ‘R ‘A ‘B ‘R
10K 20K 30K 40K 60K 80K 100K 64K 128K 256K 512K 1M 2M
Rows per input Rows
EMP requires ~ | | h for Secrecy sorts 4M rows in 42min
40K rows per input whereas EMP reguires more than 9h

* Parties deployed on AWS EC2Z rb.xlarge instances (us-east- |, us-east-2, us-west-|)

1 X. Wang, A. J. Malozemoff, and J. Katz. EMP-toolkit: Efficient MultiParty computation toolkit, 2016. https://github.com/emp-toolkit


https://github.com/emp-toolkit

TPC-H Q6: 9 SELECTIONS + GLOBAL AGGREGATION

(LAN) (WAN)
) | I | N
| mm TPC-H Q6 | W@ TPC-H Q6
0
G @ 10
) ) '
& - £
= . = |
10-1- - I
[ l il =
32K 128K 512K 32K 128K 512K
Rows Rows

* Parties deployed on AWS EC2 r5.xlarge instances (us-east- |, us-east-2, us-west-1)




QUERIES WITH GROUP-BY + AGGREGATION, SEMI-JOINS

| |
| Bt Password Reuse

1 N Credit Score
1034 Comorbidity
| == Rec. C. Diff

Time (s)

101__1 |‘

32K

* Parties deployed on AWS EC2 r>.xlarge instances (us-east-2)
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QUERIES WITH GROUP-BY + AGGREGATION, SEMI-JOINS

| |
=t Password Reuse
NN Credit Score
1031 ™ Comorbidity
_ B Rec. C. Diff
L)
)
S
= 102-
101__1 o

32K 128K

Rows

* Parties deployed on AWS EC2 r>.xlarge instances (us-east-2)

Rec. C. Diff scales to 2
million rows In ~1.2h

WITH rcd AS (
SELECT pid, time, row_no() OVER
(PARTITION BY pid ORDER BY time)
FROM diaghosis
WHERE diag=cdiff)
SELECT DISTINCT pid
FROM rcd r1 JOIN rcd r2 ON ri1.pid = r2.pid
WHERE r2.time - r1.time >= 15 DAYS
AND r2.time - ri1.time <= 56 DAYS

AND r2.row_no = rl.row_no + 1

“Find the distinct ids of patients who have been

diagnosed with cdiff and have two consecutive
infections between |5 and 56 days apart”
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PARALLEL OBLIVIOUS SORT ON SECRECY (LAN)

300 -
250 -
< 200-
Q
£ 150-
I_
100 -
50- .
: B =
1 2 4 3 16 32

Worker threads

* Reported times are for 2M input rows

* Parties deployed on AWS EC2 r.xlarge instances (us-east-2) o



PARALLEL OBLIVIOUS SORT ON SECRECY (LAN)

29 seconds

300 -

250 -
L 200-
Q
£ 150-
|_

100 -

50- .
0 - —
1 2 4 8 16

Worker threads

* Reported times are for 2M input rows

* Parties deployed on AWS EC2 r>.xlarge instances (us-east-2)

—
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[IPATMATIKEZ E®@APMOI'E2 TOY SECRECY

Digital Health Analytics for
vulnerable populations

(BU Medical & Hariri Institute for Computing)

Doctor

https://www.bu.edu/hic/research/focused-research-programs/continuous-
analysis-of-mobile-health-data-among-medically-vulnerable-populations/

99


https://www.bu.edu/rhcollab/projects/security-privacy/secure-cross-site-analytics-on-openshift-logs/
https://www.bu.edu/rhcollab/projects/security-privacy/secure-cross-site-analytics-on-openshift-logs/
https://www.bu.edu/hic/research/focused-research-programs/continuous-analysis-of-mobile-health-data-among-medically-vulnerable-populations/
https://www.bu.edu/hic/research/focused-research-programs/continuous-analysis-of-mobile-health-data-among-medically-vulnerable-populations/

[IPATMATIKEZ E®@APMOI'E2 TOY SECRECY

Digital Health Analytics for
vulnerable populations

(BU Medical & Hariri Institute for Computing)

adi

Monitoring & analytics (.___)K

\ dashboard service

G\\\ g Doctor

https://www.bu.edu/hic/research/focused-research-programs/continuous-

Secure cross-site analytics on
OpenShift logs

(BU RedHat Collaboratory)

Client 1

Al

o ~
l;__— I \ Monitoring & analytics <4——)
dashboard service Re d Hat
O Engineer
Client2 /e ’
|__
1T 1T

Client N /'”'\_0 /

https://www.bu.edu/rhcollab/projects/security-privacy/secure-cross-site-

analysis-of-mobile-health-data-among-medically-vulnerable-populations/

analytics-on-openshift-logs/

99


https://www.bu.edu/rhcollab/projects/security-privacy/secure-cross-site-analytics-on-openshift-logs/
https://www.bu.edu/rhcollab/projects/security-privacy/secure-cross-site-analytics-on-openshift-logs/
https://www.bu.edu/hic/research/focused-research-programs/continuous-analysis-of-mobile-health-data-among-medically-vulnerable-populations/
https://www.bu.edu/hic/research/focused-research-programs/continuous-analysis-of-mobile-health-data-among-medically-vulnerable-populations/

WHAT'S NEXT?

- [lapaAAnAonoinon kal nepalTepw PeATIOTONOINCNG ANOOOCNG

- [1pooBnkn npwTokOAAwv MPC yia eueAikTn eniAoyn eyyunoewy aopAAEIag

- BeATioTOnoinoNn epwTNUATWY PE Mmulti-way joins

- AvanTtuén BiBAoBnkwv MPC via eqpappoyeg o time series & machine
learning



H OMAAATOY SECRECY
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Jerry Zhang Derek Ewers Past contributors (BSc/MSc):

lan Saucy Xavier Ruiz Pierre-Francois Wolt, Henry Wy,
Lucas Ou, Bang Iran, Hasnain Abdul Rehman,

Jingyu Su Samyak Jain, Suli Hu, Yufeng Lin, Eric Chen

Secrecy paper (NSDI'23): htips://sites.bu.edu/casp/tiles/2022/10/secrecy-nsdi23.pdf
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https://sites.bu.edu/casp/files/2022/10/secrecy-nsdi23.pdf
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We are hiring
students and postdocs

https://sites.bu.edu/casp/
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