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The Decentralization Paradigm

Centralized 
System/Service

Classical Examples:
• Database
• Voting System
• Auctions System
• Authentication Service



The Decentralization Paradigm

Centralized 
System/Service

Why?
• Trust and Power
• Reliability 
• Single point of failure 

(privacy, DoS ..)
• Load (scalability)



Blockchain as a Scientist/Engineer
Blockchains and Decentralized Ledger Technology (DLT)

Game-changer: Promises to disrupt/improve basic infrastructure:
• Financial Transactions (Cryptocurrencies)

• Trustworthy online computing (Smart contracts) 

• Supply chain coordination and tracking

• Fair exchange of digital goods

• Coordinated IoTs

• Biomedical data sharing and access



Blockchain as an Layman

  We need a principled approach to take the    
technology to its next step!



Roadmap

• Part 1: A Principled Design and Analysis of 
Decentralization with Blockchain
• Proof of Work, Proof of Stake, and beyond

• Part 2 (in passing…): Economics and blockchain



The Decentralization Paradigm

Centralized 
System/Service

Methodology
1.Specification
2.System Model
3. Distributed protocol
4. Assumptions and 

security analysis



The Decentralization Paradigm: Bitcoin
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“Reverse Engineering” Bitcoin
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The Decentralization Paradigm: Bitcoin



• Hash function H( ) as a random n-bit function

• H(x)   = 
• H(x’)  =   
• H(x)   =   

Background: Two common tools from crypto

Blockchain-based Transaction Ledger 

01011…1101
01000…0101

= y

y

• Digital signature sig[ ⋅ ]
• Alice has a secret key skAlice

• Only Alice can produce signatures sigskAlice[ ⋅ ]

• Anyone with Alices public key pkAlice can verify 

The Decentralization Paradigm: Bitcoin



Blockchain-based Transaction Ledger 

The Decentralization Paradigm: Bitcoin



Blockchain-based Transaction Ledger 

A hash-pointer-based Data Structure

• Causality (aka “time-stamping”): You cannot create block Bi 
without knowing block Bi-1 

• Immutability: You cannot modify a block anywhere without 
changing every follow-up block

Data: D Data: D1

H(  )H(D)

Data: D2

H(  )

Data: D3

H(  )

B1 B2 B3 B4

The Decentralization Paradigm: Bitcoin



B1 B2 B3 B4

Blockchain-based Transaction Ledger 

Putting semantics on the blockchain data

Data: D Data: D1

H(  )H(D)

Data: D2

H(  )

Data: D3

H(  )

SigskAlice[Coin sn1 from B1-> sn3 pkCharlie]
0.5 Coin sn4 ->  pkErica1 Coin sn1 ->  pkAlice

1 Coin sn2 ->  pkBob

…

…UTXO
(1,sn1) (1,sn2) …

pkAlice pkBob …

sn1 sn2 (1,sn3) (0.5,sn4) (0.2,sn5) (0.8,sn6) …

pkAlice pkBob pkCharlie pkErica pkLisa pkBob …

Valid
SigskBob Coin sn2 from B1

  (0.2, sn5, pkLisa)
  (0.8, sn6, pkBob)

The Decentralization Paradigm: Bitcoin



B1 B2 B3 B4

Data: D Data: D1

H(  )H(D)

Data: D2

H(  )

Data: D3

H(  )

The Decentralization Paradigm: Bitcoin
Blockchain-based Transaction Ledger 



The Decentralization Paradigm: Bitcoin
Blockchain-based Transaction Ledger 



Blockchain Ledger 

The Decentralization Paradigm: Bitcoin



Validate(   )

tx1 tx2 tx3

The Decentralization Paradigm: Bitcoin
Blockchain Ledger 



Validate(   )
tx1 tx2

The Decentralization Paradigm: Bitcoin
Blockchain Ledger 



Validate(   )

? ?

≃

[Badertscher-Maurer-Tshudi-Z: CRYPTO17]: Detailed 
Specification of Bitcoin Ledger:

• Outputs might be prefixes of one another
• A transaction might not make it in the immediately next block

The Decentralization Paradigm: Bitcoin
Blockchain Ledger 
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Communication:  
• Challenges: 

• Unknown topology (ad hoc): no direct all to all links
• Dynamic Participation

• Solution: Gossiping over the Internet   

Computing Infrastructure: 
• Simple devices that can hash, do simple 

computation, store, communicate

The Decentralization Paradigm: Bitcoin
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Validate(  )
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TX1 TX3TX2
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TX1 TX3TX2
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TX3TX3TX3TX3TX3TX3TX3TX1 TX2

The Decentralization Paradigm: Bitcoin



TX3

TX1 TX2

The Decentralization Paradigm: Bitcoin



Decentralizing a Blockchain Ledger

Key Challenges: 

• Who can propose the next block?

• How to agree on the blockchain-ledger state?

• Let’s choose randomly

• From what population? 

The Decentralization Paradigm: Bitcoin



Decentralizing a Blockchain Ledger

Key Challenges: 

• Who can propose the next block?

• How to agree on the blockchain-ledger state?

• Let’s choose randomly from the unspent coin keys
sn1 sn2 (1,sn3) (0.5,sn4) (0.2,sn5) (0.8,sn6) …

pkAlice pkBob pkCharlie pkErica pkLisa pkBob …

• Sybil attack!

The Decentralization Paradigm: Bitcoin



Decentralizing a Blockchain Ledger

Key Challenges: 

• Who can propose the next block?

• How to agree on the blockchain-ledger state?

• Whoever solves a hash puzzle (proof of work)

The Decentralization Paradigm: Bitcoin



01001…0101 01101…0101 0001…0101 0001…0101 1001…0101 1001…0001 1001…0001

Hash(Prev. Block, nonce)

The Decentralization Paradigm: Bitcoin



01011…1101 00101…0101 0011…0000 0100…0101 1001…0011 1011…0011 1001…1011

Hash(Prev. Block, nonce)<T

PoW: Chances to find a solution proportional to the 
number of hashes

The Decentralization Paradigm: Bitcoin



01011…1101 00101…0101 0100…0101 1001…0011 1011…0011 1001…10110011…0000

The Decentralization Paradigm: Bitcoin



0011…00000011…00000011…00000011…00000011…00000011…00000011…0000

The Decentralization Paradigm: Bitcoin



0011…0000

The Decentralization Paradigm: Bitcoin



Decentralizing a Blockchain Ledger

Key Challenges: 

• Who can propose the next block?

• How to agree on the blockchain-ledger state?

• Whoever solves a hash puzzle (proof of work)
• Chances to win proportional to # of attempts (work)

The Decentralization Paradigm: Bitcoin



0011…00000111…0000 0011…00000011…00000011…00000011…00000111…0000

0011…0000

0111…0000

The Decentralization Paradigm: Bitcoin



0011…0000
0111…0000

0011…00000011…00000011…0000
0111…00000111…0000

0011…0000

0111…0000 Network Splitting
Double Spending!

??

The Decentralization Paradigm: Bitcoin



Decentralizing a Blockchain Ledger

Key Challenges: 

• Who can propose the next block?

• How to agree on the blockchain-ledger state?

• Whoever solves a hash puzzle (proof of work)
• Chances to win proportional to # of attempts (work)

• Whenever in doubt between two chains adopt the 
longer (the one with most work)

The Decentralization Paradigm: Bitcoin



0011…0000

0111…0000

1011…0000

The Decentralization Paradigm: Bitcoin



I don’t like the last 
block

The Decentralization Paradigm: Bitcoin
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0011…00000011…0000

The Decentralization Paradigm: Bitcoin



0011…0000 0011…0000

Double Spending!

The Decentralization Paradigm: Bitcoin

Honest majority of hashing power =>
Deep enough blocks cannot be orphaned



time

Helpful confirmations

Chances to attack

block 
orphaned

block 
confirmed

Helpful 
confirmations

Chances to 
Attack

p
<latexit sha1_base64="xZnCpESdmZ/XsKJTh3XD8Y318ts="></latexit><latexit sha1_base64="xZnCpESdmZ/XsKJTh3XD8Y318ts="></latexit><latexit sha1_base64="xZnCpESdmZ/XsKJTh3XD8Y318ts="></latexit><latexit sha1_base64="xZnCpESdmZ/XsKJTh3XD8Y318ts="></latexit>

q > p
<latexit sha1_base64="EJgVt9Mxj51IIDthN/TfL/CVRYg="></latexit><latexit sha1_base64="EJgVt9Mxj51IIDthN/TfL/CVRYg="></latexit><latexit sha1_base64="EJgVt9Mxj51IIDthN/TfL/CVRYg="></latexit><latexit sha1_base64="EJgVt9Mxj51IIDthN/TfL/CVRYg="></latexit>

Honest majority 
of hashing power

The Decentralization Paradigm: Bitcoin

Pr[Rightk] = 1 ≠ Exp(≠�(k))
<latexit sha1_base64="zX9pbjzYOBhrKwcEKhtpwslaIEY="></latexit><latexit sha1_base64="zX9pbjzYOBhrKwcEKhtpwslaIEY="></latexit><latexit sha1_base64="zX9pbjzYOBhrKwcEKhtpwslaIEY="></latexit><latexit sha1_base64="zX9pbjzYOBhrKwcEKhtpwslaIEY="></latexit>

q > p
<latexit sha1_base64="EJgVt9Mxj51IIDthN/TfL/CVRYg="></latexit><latexit sha1_base64="EJgVt9Mxj51IIDthN/TfL/CVRYg="></latexit><latexit sha1_base64="EJgVt9Mxj51IIDthN/TfL/CVRYg="></latexit><latexit sha1_base64="EJgVt9Mxj51IIDthN/TfL/CVRYg="></latexit>

Pr[Leftk] = Exp(≠�(k))
<latexit sha1_base64="TC8LtBMn/ECXo+DBZGReS/g6kT4="></latexit><latexit sha1_base64="TC8LtBMn/ECXo+DBZGReS/g6kT4="></latexit><latexit sha1_base64="TC8LtBMn/ECXo+DBZGReS/g6kT4="></latexit><latexit sha1_base64="TC8LtBMn/ECXo+DBZGReS/g6kT4="></latexit>



The Decentralization Paradigm: Bitcoin

That was over-simplified …

Actual security analysis is very delicate:
• Block withholding (e.g., selfish mining) reduces honest 

miners’ “effective” hashing
• When is it optimal to announce? 

• Network delay provide opportunities to attacker
• Buy time to work on a block 
• Temporarily split the network 

• Difficulty Readjustment
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Validate(  )

Same I/O as using Bitcoin 
[Badertscher-Maurer-Tschudi-Z17]
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The Decentralization Paradigm

Validate(  )

Science: Cross-disciplinary research
• Economics 

• Rational analysis of crypto [Badertschere-Lu-Z: EUROCRYPT’20]

• Incentive-compatible online-poker [Ciampi-Lu-Z: CSF’20]

• AI/ML: Trusted model outsourcing

• Law: Regulation of Cryptocurrencies

Same I/O as using Bitcoin 
[Badertscher-Maurer-Tschudi-Z17]



The Decentralization Paradigm

Validate(  )

Systems Engineering: 
• API to blockchain (“ledger.h”) 
• Benchmarks specs for different systems

Same I/O as using Bitcoin 
[Badertscher-Maurer-Tschudi-Z17]



Proof-of-Work Blockchains (Bitcoin)



Economics and Blockchain

The world (Reality) Crypto(graphy)vs.

Is Bitcoin (blockchain) secure? It is secure!!!!! … assuming honest 
majority of hashing power 

So … what if the adversary gets majority?
not secure … (or “less secure” if adversarial 

majority is temporary [BGKRZ20])

Economic Robustness (A new type of security statements):  
Attacking the assumption and/or the underlying system is irrational
• A good fallback of standard cryptographic security
• Makes modern cryptocurrency DLTs more than “just” a ledger! 
• Can improve security/understanding of blockchain-aided protocols   

Rational Analysis of Blockchains



Economics and Blockchain

• Analysis of 51% Attacks on PoW Blockchains
[Badertsher-Lu-Z: CRYPTO 2020]

• Susceptibility and patch

• Framework for Economic Robustness of PoW Blockchains
[Badertsher-Garay-Maurer-Garay-Tschudi-Z: EUROCRYPT 2018]

• Rational Crypto Analysis of the bitcoin backbone protocol

…building on Game-Theoretic Security/ Cryptography 
[CRYPTO’12, ICALP’12, FOCS’13, PODC15, DISC’15]

• DeFi Application: FairMM: Front-running 
resistant crypto exchanges
[Ciampi-Ishaq-MagdonIsmail-Ostrovsky-Z: 
CSCML 2022]

• A front-running resistant DEX

Predicted attack times and cost 
• Matches forensics result on the ETC attack(s)

Rational Analysis of Blockchains



The Purdue Blockchain Lab (The Pub)



The Purdue Blockchain Lab (The Pub)

https://www.cs.purdue.edu/blockchain
https://twitter.com/PBlockchainLab

Thank you! 

https://www.cs.purdue.edu/blockchain


MEGA-ACE: Purdue Partners with NTUA


